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Answers 
1. Real - Our expert says: "This genuine eBay email is simply asking the 

recipient to confirm details already held on its system. It also gives 

the option of updating or ignoring the email. However, it is still good 

practice to read messages within your eBay account by entering 

the web address manually to sign in, rather than clicking a link 

within an email." 

 

2. Fake - Our expert says: "The sender email address has nothing to do 

with PayPal. Always check these very carefully."2. Fake – sender’s 

email incorrect 

 

3. Fake - Our expert says: "Your bank knows your name and should 

never address you simply as a 'valued customer'. Barclays told 

Which? it will never ask you to verify your account or security details 

via email or text." 

 



Answers 
4. Real - Our expert says: "This is a genuine message sent to Prudential 

customers, but the fact that it invites a 'select group' to click on a 

link and register for a service could make you nervous. If you are 

ever in any doubt, call the company first, or forward the email to its 

phishing department (in this case fraud.enquiries@prudential.co.uk) 

to check that it is legitimate.“ 

 

5. Fake - Our expert says: "This fraudulent message is trying to create a 

sense of panic - a common phishing tactic. Step back and take a 

minute before you click anything.“ 

 

6. Real - Our expert says: "This email gives you the option of taking part 

or ignoring the email, which is usually a good sign. Nonetheless, 

sophisticated phishing attempts do slip through the net, so it is still a 

good idea to hover your mouse cursor over any links (don't click 

them) as most email software will show a pop-up window of the 

actual web address you'll be taken to. You may be able to use the 

same technique to check the email address in the 'from' field too." 
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Answers 
7. Real - Our expert says: "Confusingly, this genuine email from the bank 

addresses its recipient as 'customer', rather than using their full name. 

NatWest told Which? it is planning to update the template that it 

uses for these emails." 

 

8. C - Emails claiming to be from UK Parking Control Ltd (UKPC) are a 

known scam. The email tells you to open an attachment to view 

details of the parking offence. The attachment is loaded with 

malware and should be deleted. However, if you stop and think for 

just a minute before viewing there are many things that appear to 

be strange about this email. For example email addresses are not 

requested when registering your car with the DVLA, so how do they 

have this information? Also parking tickets are sent through the post. 

 

9. A & C - It has been reported that some bogus holiday websites claim 

that you have to pay by online bank transfer due to some insurance 

policy. Reputable firms would be expected to take usual methods of 

payment. Then in the event that it is a scam, the chances of getting 

your money back are best if you have paid by credit card. Paying by 

debit card is a better option than either bank transfer or cash. 

 

 

 



Answers 
10.D - It is common for dating fraudsters to pretend to be working 

abroad. This allows them the opportunity to talk and gain your trust 

over a period of time (possibly months) before they ask for money, 

often for their child, not necessarily for themselves. Could also be for 

their business in order to fund an excellent business deal, allow them 

to sell their business or pay a tax bill, etc. 

 

11.D - This is a great password for Fred as to access his computer the 

other person would need to know the phrase and the way in which it 

has been altered. The other three could be known to other people 

or displayed on social media and would be fairly obvious choices. 


